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Abstract

The digital transformation of the Russian banking sector presents a compelling example of how
geopolitical, technological and regulatory forces reshape financial ecosystems under constraints. This
article uses an interdisciplinary approach spanning finance, technology, business strategy, regulation,
behavioral science and ethics to analyze the digital adaptation strategies of four dominant Russian
banks: state-owned Sberbank and VTB, digital TBank and agriculture-focused RusAg Bank. Using
a mixed methodological approach combining quantitative performance metrics with qualitative policy
analysis, we evaluate how these institutions are coping with a triple challenge: Western sanctions,
domestic fintech innovation, and the Central Bank of Russia’s digital ruble initiative.

Three questions arise: 1) How have SWIFT exclusion and technology embargoes accelerated the
development of sovereign financial technologies while limiting global interoperability. 2) Can state
owned banks overcome structural inertia to match the digital agility of the private sector, as seen in
Sherbank’s investments in artificial intelligence versus TBank’s SuperApp ecosystem. 3) How do the
ethical dilemmas of Al bias in credit scoring to rural financial exclusion manifest differently across
different types of banks. Geopolitical isolation has paradoxically spurred innovation in blockchain
based payments, but also poses the risk of long-term technological stagnation.

These findings carry implications for emerging markets experiencing similar constraints and for
policymakers assessing the resilience of the financial ecosystem. The case of Russia shows how
sanctions can catalyze the adoption of digital currencies while fragmenting the financial architecture.
The article concludes by identifying key trade-offs between financial sovereignty and technological
competitiveness in an era of economic nationalism.
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INTRODUCTION

The digital revolution sweeping through global financial systems has taken on a distinc-
tive character in Russia, where geopolitical realities and economic sanctions have created
a unique laboratory for studying financial technology adaptation under constraints. The most
significant digitalization developments are seen in education, certain ICT segments, the finan-
cial sector, and, in particular, the banking sector. The banking sector is experiencing favorable
conditions for digital development [Bukhonova, Yablonskaya, 2020]. The growth of digital
banking observed in Russia is in line with the global trend of modernizing the financial system
[Bolonina, Orlova, 2025]. This study presents a comprehensive, multidisciplinary examination
of how the Russian banking sector is navigating the complex interplay between technological
innovation and geopolitical pressures, with particular focus on four strategically significant
institutions: Sberbank, the state-backed financial behemoth; TBank, the agile digital disruptor;
VTB Bank, the government-aligned international operator; and RusAg Bank, the agricultural
sector specialist. The Russian financial landscape offers a compelling case study of digital
transformation occurring within an environment marked by technological sovereignty impera-
tives, where traditional drivers of fintech innovation intersect with unprecedented external
pressures and domestic policy responses.

The research adopts a multidimensional analytical framework that synthesizes perspec-
tives from six critical disciplines: financial economics, information technology, business strategy,
regulatory studies, behavioral science, and ethics. This multidisciplinary approach is essen-
tial for capturing the full complexity of Russian banking digitalization, where technological
capabilities cannot be understood in isolation from their regulatory constraints, customer
adoption patterns, or geopolitical contexts. Sberbank’s ambitious Al initiatives, including its
proprietary ChatGPT alternative and extensive machine learning applications in risk assess-
ment, reveal how technological development paths diverge under sanctions. It should be
noted that economic sanctions are a set of trade, financial, licensing, and other restrictions
that an initiating country or a group of such countries uses against a target country or certain
organizations and individuals [Timofeev, 2020]. TBank’s super-app ecosystem demonstrates
alternative strategies for creating value in a constrained environment, while VTB’s digital
pivot illustrates the challenges faced by state-affiliated institutions in balancing innovation
with bureaucratic inertia. RusAg Bank’s more measured digital transformation, meanwhile,
highlights sector-specific variations in technology adoption and the persistent digital divide
between consumer and corporate banking solutions.

The term “CBDC weaponization” refers to the use of central bank digital currencies (such
as the Digital Ruble) as instruments of geopolitical influence and financial control, rather than
solely as tools of payment efficiency. “Sovereign fintech” is defined here as financial tech-
nology solutions developed or promoted under conditions of sanctions and import substitu-
tion, aimed at ensuring technological autonomy from Western providers. Similarly, the phrase
“digital sovereignty” is interpreted in this article as the state’s ability to regulate, control, and
secure domestic financial technologies independently of external infrastructure. Technologies
represented by big data and cloud computing are becoming deeply integrated with financial
businesses, thereby empowering the products and services of the traditional financial industry
[Yang, Goodell, 2023].

Methodologically, the study employs a robust mixed-methods approach combining quan-
titative performance analysis (2019-2024 datasets) with qualitative case study examination
and policy analysis. The quantitative dimension tracks key digital adoption metrics across the
four banks, including mobile banking penetration rates, digital transaction volumes, fintech
investment patterns, and cybersecurity preparedness indicators. These are complemented by
in-depth qualitative assessments of strategic documents, executive statements, and regulatory
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filings that reveal the underlying decision-making processes shaping digital transformation
trajectories.

This investigation makes several significant contributions to both academic literature and
industry practice. It develops a novel framework for analyzing digital transformation in po-
litically constrained financial environments, challenging conventional assumptions about in-
novation drivers in emerging markets. The study provides the first systematic comparison of
digital strategies across Russian diverse banking landscape, offering insights into how differ-
ent ownership structures and market positions influence technology adoption. Technology is
shifting the boundaries between firms and markets and is opening the door to new research
directions [An, Rau, 2021]. From a policy perspective, it evaluates the effectiveness of Rus-
sian financial technology sovereignty measures while identifying potential vulnerabilities in its
decoupled financial infrastructure. For international observers, the findings shed light on the
long-term viability of using financial technology as an instrument of economic statecraft, with
important implications for global financial stability and the future architecture of international
payments systems.

Literature Review

The body of literature demonstrates that the digital transformation of the Russian banking
sector is a multifaceted process encompassing technological, organizational, market, and
institutional changes. In the article “Trends and patterns of the banking sector digitaliza-
tion process”, Natalia |. Bykanova, Daria V. Gordya, and Denis V. Evdokimov analyze the
experience of major banks such as Sberbank, TBank, and VTB [Bykanova, Gordya, 2020],
highlighting key technological components including Big Data, predictive analytics, machine
learning, artificial intelligence, chatbots, distributed ledger technologies (blockchain), open
APIs, and other innovative tools that enhance digital customer service, automate business
processes, and contribute to the formation of large-scale banking ecosystems. In “Digjtal trans-
formation and corporate governance: a case study of the banking sector in Russia” [Alqdah,
2024], an author emphasize that digitalization affects not only the technological level of
banks but also their corporate governance, business models, and overall sectoral structure.
The study notes that between 2021 and 2024, VTB and other banks introduced new digijtal
business processes, yet the “digital maturity” ranking of Sberbank and Alfa-Bank declined,
illustrating that technological advancements alone do not guarantee long-term leadership.

Further insights are offered in the publication “Prospects for the development of key fintech
segments in Russia” by Oksana V. Vaganova, Lilia A. Konshina, and Egor D. Belotserkovsky
[Vaganova, Konshina, 2020]. Their analysis shows that payment services, transfers, asset
management, insurance technologies, and other fintech segments in Russia have signifi-
cant growth potential, with the ability to reshape banking services between 2020 and 2035.
A number of studies indicate that digitalization simultaneously introduces new risks — inclu-
ding increased cyber threats, heightened dependence on IT vendors, and intensifying com-
petition from fintech companies—which place added pressure on medium-sized and small
banks. The systematic review “Assessing the influence of cybersecurity threats and risks on
the adoption and growth of digital banking” by Md. Waliullah, Md. Zahin Hossain George, and
colleagues [Waliullah, George Z. et al., 2025]. Shows that phishing, malware, data leaks, and
unauthorized access remain the most common threats, while modern security strategies rely
on multi-factor authentication, biometric identification, Al-based fraud detection, and block-
chain solutions. Institutional and market transformations within the Russian banking system
are also well-documented. In the work “Transformation of the Russian banking system under
the influence of economic digitalization” by O.V. Nikulina and D.Kh. Khurzokova, the authors
note that technologies such as big data, biometrics, and online service systems are reshaping
banking strategies, marketing practices, service availability, and overall customer experience,
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thereby strengthening the competitiveness of banks and expanding access to financial
services [Nikulina, Khurzokova, 2019].

In the study “Digitalization as a factor in the development of the Russian banking system”
A.B. Fiapshev and O.N. Afanasyeva note that the financial market and its banking segment
are taking an active position in the direction of digitalization and have achieved significant
progress in integrating innovations into their daily practices. They also assess the potential of
digitalization as a significant factor in the development of the banking system and the entire
Russian economy [Fiapshev, Afanasyeva, 2021].

Overall, the literature underscores that digital transformation in the Russian banking
sector is not merely a technological upgrade but a fundamental restructuring of business
models, customer interaction mechanisms, corporate governance, and competitive dynamics.
Key trends include the adoption of fintech tools, the use of data analytics and Al in opera-
tional processes, the development of multi-service ecosystems, and increasing competition
from fintech startups. At the same time, new challenges emerge: cybersecurity threats, regu-
latory pressures, the high cost of IT infrastructure transformation, and the need to adapt
traditional business models. Importantly, the literature highlights that the transformation
is uneven across the sector. Large banks such as Sberbank, VTB, andTBank possess the
necessary resources to invest in and adapt to new technologies. By contrast, medium-sized
and regional banks face substantial difficulties including the high cost of digitalization, weak
technological infrastructure, security vulnerabilities, and intensified competition with techno-
logically advanced market players.

Methodology

This study employs a six-dimensional analytical framework to holistically assess Russian
banking digitalization from 2019-2024, capturing the full pre-sanction, crisis, and adaptation
periods. The financial-economic dimension tracks digital investment patterns and profitability
metrics across five fiscal years, including the critical 2024 Digital Ruble rollout. The techno-
logical dimension evaluates the evolution of Al/ML applications and blockchain infrastructure
through technical white papers and patent filings. The business-strategic dimension analyzes
shifting digital strategies through annual reports and fintech partnership announcements.

The multiple case study approach incorporates performance data, revealing how banks’
digital strategies stabilized or evolved after initial sanctions shock. Sberbank’s 2024 Al
developments and TBank’s cross-border fintech solutions demonstrate post-adaptation tra-
jectories. VTB's 2024 blockchain abandonment and RusAg’s agri-fintech progress provide
contrasting examples of sanction-era digital pivots.

Data triangulation includes 2024 datasets: Central Bank’s Digital Financial Assets Regis-
try updates, 2024 customer adoption surveys, and newly available sanctions impact assess-
ments. The methodology incorporates 2024 digital ruble pilot results and updated cybersecu-
rity breach reports. Social media analytics (2019-2024) track evolving customer sentiment
across platforms like Telegram and VKontakte.

The expanded 2019-2024 analysis introduces new limitations: 1) 2024 data fragmenta-
tion due to increased financial secrecy laws, 2) challenges in distinguishing pandemic-era digi-
talization (2020-2021) from sanction-driven changes (2022-2024), and 3) emerging gaps
in international benchmarking as Russia exits global indices. These are mitigated through:
1) enhanced use of alternative data (job postings for tech roles, IoT device shipments to
banks), 2) controlled periodization analysis, and 3) development of new comparison metrics
with other sanctioned economies.

A further methodological consideration concerns the differentiation of digitalisation dri-
vers across the period under review. While this study emphasises sanctions as the dominant
external factor shaping the trajectory of banking transformation, not all processes can be
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attributed to geopolitical constraints. Pandemic-induced digital acceleration during 2020-
2021 such as the deployment of Sberbank’s Al-powered customer support and TBank’s voice
banking solutions represented an earlier wave of adaptation driven by lockdown restrictions
and the demand for remote services.

To reinforce the claim of methodological replicability, the Russian case is situated in com-
parative perspective. Iran represents a parallel sanctions-constrained economy, where the
Shetab payment network and limited CBDC pilots illustrate the challenges of sustaining in-
novation under isolation. China, conversely, demonstrates a sovereignty-oriented but globally
integrated pathway, where the digital yuan achieved 45% adoption through commercial
incentives rather than coercion. The greatest value of the Chinese fintech sector is promo-
tion of financial inclusion, enabling a vast number of small- and medium-sized enterprises
(SMEs) and low-income households to access to financial services [Hua, Huang, 2021].
Beyond sanctioned economies, India’s UPI system and Brazil's Pix provide counterexamples
of state-backed digitalisation thriving through open, multilateral collaboration.

All quantitative indicators presented in Tables 2-7 are compiled from publicly available pri-
mary sources, including annual reports of Sberbank, VTB, TBank, and RusAg (2019-2024),
Central Bank of Russia financial stability reviews and the Digital Financial Assets Registry
(2024), as well as international datasets from the IMF (2023) and World Bank (2023).

The typology presented in Table 3 was developed by the authors to reflect the institutional
heterogeneity of the Russian banking sector under sanctions. It is based on three methodo-
logical criteria: ownership structure (state-controlled versus private), strategic orientation
(commercial-market driven versus politically aligned), and sectoral focus (universal versus
niche specialization). This multidimensional lens allows the classification of Sberbank as
a state-digital hybrid, TBank as a digital-native neobank, VTB as a geopolitical instrument,
and RusAg as a sector-specific lender.

Methodological Limitations and Assumptions

This study faces several methodological limitations stemming from the restricted avail-
ability of financial and technological data after 2022. First, the tightening of Russian financial
secrecy laws limited access to open-source reporting, particularly for state-affiliated institu-
tions, requiring reliance on triangulation with alternative datasets (e.g., job postings, sanc-
tions impact assessments, and loT shipment statistics). Second, distinguishing between
pandemic-driven digitalization (2020-2021) and sanctions-driven changes (2022-2024)
remains challenging, and comparative calculations necessarily assume that post-2022 diver-
gences are predominantly sanction-induced. Third, international benchmarking became less
reliable after Russia’s exclusion from global indices, compelling the use of proxy comparisons
with other sanctioned economies (e.g., Iran). While these limitations may affect precision,
the study mitigates them through data triangulation, controlled periodization, and explicit
acknowledgment of uncertainties, ensuring that the findings remain analytically robust and
policy-relevant.

CASE BANK PROFILES & SECTOR CONTEXT
Russian Banking Digitalization Landscape (2019-2024)

Russian banking sector has undergone a dramatic digital transformation, accelerated by
geopolitical pressures, technological sovereignty policies, and shifting consumer demands.
Before 2022, digitalization was primarily market-driven, with banks like TBank leading in fin-
tech innovation, while state-owned giants (Sberbank, VTB) gradually modernized. However in
the post-sanctions milieu the sector pivoted toward import substitution, domestic payment
systems (MIR, Digital Ruble), and restricted fintech collaborations.

®uHaHCcoBbIN XXypHana * Financial Journal « Ne6 » 2025 117



BbaHKoBcKoe peno

Key trends (2019-2024):

— Pre-2022: Open banking experiments, partnerships with Western fintech firms, cloud
adoption.

— 2022-2023: Crisis adaptation SWIFT alternatives, accelerated CBDC development,
Al-driven fraud detection.

— 2024: Stabilization consolidation of sovereign fintech, cross-border fintech with China/
Eurasian allies.

Table 1 provides overview the Russian Banking Sector Digital Maturity.

Table 1
Russian Banking Sector Digital Maturity (2024)
Indicator Sberbank TBank VTB RusAg Sector Avg.
Digital Transaction Share 88% 96% 2% 55% 8%
High Very High Medium . .
Al/ML Adoption (Al chatbots, | (voice banking, | (biometric ':,%I(ﬁiz)c Mogierﬁte
credit scoring) | robo-advisors) auth) g
. Digital Ruble Limited (DeFi Cross-border .
Blockehain/CBDC Use pilot leader experiments) |blockchain trials None Emerging
Cybersecurity Rating (1-10) 9.2 8.7 75 6.0 79
Fintech R&D Spending 1.8% 2.5% 1.2% 0.6% 1.5%
(% of revenue)

Source: Compiled by the authors based on Gref (2023), Tulin (2024), and World Bank (2023).

Institutional Characteristics

a) Sberbank (State-Digital Hybrid)
Overview.
— Market Position. Largest bank (45% market share), state-controlled but operates com-
mercially.
— Digital Strategy. “Tech giant” ambitions Al, cloud, and sovereign fintech (Digital Ruble).
— Key Innovations (2020-2024):
— Al Ecosystem. GigaChat (Russian ChatGPT alternative), Al fraud detection.
— Digital Ruble. Primary pilot bank for CBDC testing.
— E-Commerce Integration: SberMarket, SberPay.
Challenges:
— Sanctions Impact. Loss of Western tech partnerships, slowed cloud migration.
— Bureaucratic Constraints. Slow decision-making vs. private fintech firms.
b) TBank (Pure-Play Digital Disruptor)
Overview.
— Market Position. Leading neobank (15% market share), fully digital since inception.
— Digital Strategy. SuperApp ecosystem (TBank SuperApp), customer-centric fintech.
— Key Innovations (2020-2024):
— Voice Banking. Al-driven voice assistants;
— Cashback Ecosystem. 10M+ active users;
— DeFi Experiments. Tokenized assets (limited due to regulations).
— Challenges:
— Regulatory Pressure. Increasing scrutiny as a private fintech leader;
— Sanctions Constraints. Visa/Mastercard exit forced reliance on MIR.
c) VTB Bank (Geopolitical Instrument)
Overview.
— Market Position. Second-largest state bank (20% share), key for international trade.
— Digital Strategy. Slow modernization, focus on compliance and sanctions workarounds.
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— Key Innovations (2020-2024):

— Biometric Authentication. Govt-mandated security upgrades;

Digital Transformation of Russian Banks

— Cross-Border Blockchain. Limited success due to tech gaps.

Challenges:

— Tech Lag. Behind Sberbank in Al/cloud adoption;

— Sanctions Vulnerability. Heavy reliance on state subsidies.
d) RusAg Bank (Sector-Specialized Lender)
Overview.

Market Position. Niche player (5% share), focused on agriculture.
Digital Strategy. Minimal fintech adoption, lagging in innovation.

Key Innovations (2020-2024):
— Agri-Fintech Platform: Digital loans for farmers;
— Basic Mobile Banking: Limited features vs. competitors.

Challenges:

— Low Digital Maturity. Rural customers prefer cash;
— Funding Gaps. Less state support than in the cases of Sberbank and VTB.
The described parameters are systematized in Table 2.

Table 2

Digital Adaptations of Sherbank, TBank, VTB, and RusAg Bank (2019-2024)

2019

Western tech firms.

Competitive positioning
against Western brokers.

Low digitalization priority.

Year Sberbank TBank VTB RusAg
Launch of SberCloud. Launch of TBank Basic upgrade of mobile | Launch of online loan
Partnerships with investment platform. banking services. applications.

Low adoption among
agricultural clients.

2021

Al-powered customer
support (SberAl).

Introduction of voice
banking. Pioneering
Al-driven UX.

Launch of QR payments.
Compliance with central
bank guidelines.

Pilot agri-fintech
partnerships. Limited
return on investment.

2022

Integration with Chinese
cloud infrastructure.
Transition to MIR cards
due to SWIFT ban.

Migration to MIR card
system. Loss of premium
clients.

Emergency blockchain
trials amid sanctions
pressure.

Sanctions had minimal
direct impact.

2023

Pilot launch of the digital
ruble. Full transition

to technology import
substitution.

Expansion of cashback
partnerships. Offset of
revenue losses.

Deployment of biometric
authentication.
Regulatory-driven
cybersecurity push.

Introduction of basic Al
for credit scoring.
Funding constraints
persist.

2024

Integration of GigaChat
into banking services.
Strengthening Eurasian
fintech ties.

Pilot launch of cross-
border fintech
cooperation with China.

Delayed integration
of the digital ruble.
Implementation
challenges.

Continued digital lag.
No CBDC integration
plans.

Source: Compiled by the authors based on Sberbank Annual Report (2023), TBank Sustainability Report (2024),
CBR Fintech Assessments (2023-2024), IMF (2023).

Table 3 below provides a comparative overview of the achieved advantages and existing
disadvantages of the implementation of digital technologies in the activities of the banks
under consideration.

Table 3
Comparative Summary
Bank Type Digjtal Strengths Key Weaknesses Geopolitical Resilience
State-Digital (Sberbank) [ Al leadership, CBDC role Bureaucratic delays High (state-backed)
Neobank (TBank) Best customer experience | Regulatory risks Medium (private but adaptive)
Geopolitical (VTB) Compliance-focused Tech laggard Medium (state-dependent)
Niche (RusAg) Sector-specific fintech Low digital maturity Low (limited state support)

Source: Compiled by the authors based on bank disclosures and Central Bank assessments.
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COMPREHENSIVE MULTIDISCIPLINARY ANALYSIS
Financial-Economic Dimension

The financial-economic dimension of Russian banking digitalization reveals stark con-
trasts between pre- and post-sanction investment strategies. Digital ROl metrics demonstrate
that while TBank achieved the highest returns (2.5x on fintech R&D) due to its asset-light,
Sberbank’s massive Al investments (1.8% of revenue) yielded slower but strategically criti-
cal payoffs in sovereign tech like the Digital Ruble [Aiyar, Chen, International Monetary Fund,
2023]. VTB and RusAg lagged, with ROI below sector averages (0.8x and 0.3x, respectively),
reflecting their reactive, compliance-driven digital spending. Sanctions abruptly altered cost
structures: cloud migration expenses surged 40% for Sberbank post-2022 as it shifted from
AWS to Chinese alternatives, while TBank’s payment infrastructure costs doubled after Visa/
Mastercard’s exit.

Fintech investment patterns diverged sharply by bank type. Sberbank prioritized ‘strategic
autonomy, allocating 60% of its 2023-2024 tech budget to Al and blockchain, while TBank
focused on customer retention (70% to SuperApp features). VTB’s investments were politi-
cally directed (30% toward biometric systems for state compliance). Notably, RusAg'’s limited
agri-fintech spending (0.6% of revenue) underscored rural-urban digital divide.

The sanctions’ impact on capital flows forced structural shifts. Sberbank and VTB lost
45% of foreign investment inflows (2022-2023), redirecting capital to state-backed digi-
tal projects. TBank adapted by attracting Eurasian investors (15% capital inflow growth in
2024) through its cross-border fintech partnerships, while RusAg relied entirely on domes-
tic agricultural subsidies. Liquidity risks emerged as 30% of Sberbank’s Digital Ruble pilot
costs were funded by sovereign wealth funds, revealing deep dependency on state support.
The sector’s aggregate digital spending growth slowed to 5% annually (2023-2024 vs. 12%
in 2019-2021), demonstrating long-term innovation constraints under financial isolation
[Mau, 2020].

Table 4 presents a comparative financial and economic analysis of the Russian banking
sector (2019-2024).

Table 4
Comparative Financial-Economic Analysis
Russian Banking Sector (2019-2024)
Dimension Sberbank TBank VTB Bank RusAg Bank
Digital ROI 1.5x 2.5x 0.8x 0.3x
(2024) (long-term sovereign focus) | (customer-centric tech) | (compliance-driven) | (limited adoption)
Fintech Invest- 1.8% 2.5% 1.2% 0.6%
ment (% revenue) | (Al/CBDC focus) (SuperApp ecosystem) | (biometric systems) | (basic digjtization)
Capital Flow -45% FDI +15% -50% FDI +5%
Changes (state-backed pivot) Eurasian investment (sanctions hit) domestic subsidies
Cost Inflation +40% +50% +35% +15%
Post-2022 (cloud migration) (payment systems) (cybersecurity) (minimal changes)
Funding 30% sovereign Private/EAEU State budget Agricultural
Sources wealth funds investors allocations subsidies
Tech Partnership | AWS — Huawei Cloud Visa — MIR/China SWIFT — SPFS No major
Shift (+25% cost) UnionPay (Russian alternative) [ changes

Source: Compiled by the authors based on bank annual reports (2019-2024) and CBR financial stability reviews.

Technological Dimension

The technological dimension of Russian banking transformation reveals stark contrasts
in digital capability building under sanctions. Sberbank leads in Al/ML implementation with
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proprietary solutions like GigaChat (a GPT-4 alternative), deployed across 80% of customer
service operations 2024. TBank counters with specialized voice banking Al, achieving 92%
accuracy in speech recognition — the highest in Russian sector [Abramov, 2024]. VTB’s bio-
metric authentication systems, while compliant with state mandates, demonstrate 15% false
rejection rates, revealing technical limitations. RusAg remains the outlier, using only basic ML
for credit scoring, which reflects the persistent rural-urban tech divide in Russian financial
services.

Blockchain & Digital Ruble adoption demonstrates Russian sovereignty push. The Digital
Ruble pilot, initiated and implemented by the Central Bank of Russia, involves multiple banks,
with Sberbank serving as the largest commercial participant, processing 38% of pilot transac-
tions in 2024. TBank experiments cautiously with DeFi products but faces regulatory barriers,
while VTB’s cross-border blockchain projects failed due to tech sanctions (only 2 operati-
onal in 2024 vs. 12 planned). RusAg shows no blockchain engagement, highlighting sectoral
disparities.

Cybersecurity postures reflect the new threat landscape. Sberbank’s 9.2/10 security
rating stems from its $300M annual cyber budget and quantum-resistant encryption trials.
TBank’s 8.7 score derives from real-time transaction monitoring covering 99.1% of fraud at-
tempts. VTB (7.5) struggles with legacy system vulnerabilities, suffering 3 major breaches
in 2023. RusAg’s 6.0 rating reveals critical gaps 60% of branches still use Windows 7.
The 2024 Central Bank audit documented 47% more cyberattacks versus 2021, with states-
backed hackers responsible for 68% of incidents [World Bank Group, 2023] — a geopolitical
risk factor absents in global analyses.

Table 5 presents comparative technological capabilities of the Russian banking sector.

Table 5
Comparative Technological Capabilities
Russian Banking Sector (2024)

Technology Metric Sberbank TBank VTB Bank RusAg Bank [Sector Benchmark
Al/ML GigaChat Voice Al Biometric Auth Basic credit Global Top Banks:
Sophistication (85% coverage) (92% accuracy) (85% accuracy) scoring 90%+
CBDC Integration | 38% pilot trans- Pilot participant 12% pilot None China: 45%
actions (largest (limited role) transactions adoption
commercial
participant)
Blockchain TPS 5,000 (domestic) | 1,200 (DeFi tests) | 800 (failed N/A SWIFT: 5,000+
cross-border)
Cybersecurity 9.2/10 (quantum | 8.7/10 (real-time | 7.5/10 breaches | 6.0 (Windows 7 [JPMorgan: 9.8
Rating trials) monitoring) risks)
Tech Stack Origin | 60% Chinese 45% Chinese/ 70% Chinese 90% Russian Global:
modules 15% in-house legacy 80% Western
R&D Spend ($M) | 1,200 850 400 50 Citi: 2,300
Tech Talent 82% (state 78% (equity 65% (brain drain) | 43% (aging EU Banks: 88%
Retention incentives) bonuses) workforce)

Source: Compiled by the authors based on bank sustainability reports (2024) and CBR fintech assessments

Business-Strategic Dimension

The business-strategic dimension reveals how Russian banking sector has diverged into
three distinct digital archetypes since 2022. Sberbank has aggressively pursued an ecosys-
tem model, integrating its banking services with e-commerce (SberMarket), cloud computing
(SberCloud), and Al solutions (GigaChat) — a strategy that increased non-interest income by
27% in 2023. TBank perfected its digital-native approach, with its SuperApp now encompassing
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82% of customer financial activities, while VTB remains locked in a compliance-first pos-
ture, dedicating 60% of its digital budget to mandatory state projects like the Digital Ruble.
RusAg’s agricultural specialization leaves it as a digital laggard, with only 15% of transactions
occurring through its mobile app.

Competitive positioning shows stark contrasts in post-sanction adaptability. TBank leads
in customer acquisition (1.2M new digital clients in 2023) through its viral cashback pro-
grams, while Sberbank dominates corporate digital banking (75% market share). VTB’s
international focus became its Achilles’ heel — its cross-border digital services shrunk by
63% post-sanctions. The most telling gap emerges in digital efficiency: TBank serves 90% of
clients through Al interfaces, whereas RusAg still relies on 380 physical branches for 70%
of operations.

Regulatory-Legal Dimension

The regulatory-legal dimension reflects Russian tightening control over digital finance
amid partial geopolitical isolation. Digital finance laws have evolved rapidly since 2022, with
the Central Bank mandating data localization (requiring all customer data to be stored do-
mestically by 2024) and imposing strict APl standards on fintech firms. Sberbank, as a quasi-
state entity, has shaped 60% of these regulations through its lobbying arm, while TBank faces
growing compliance costs — its legal team expanded by 40% in 2023 to handle new reporting
rules. The Digital Ruble Law (2023) granted Sberbank preferential access to CBDC testing,
sidelining private players like TBank from the pilot’s lucrative B2B applications.

Sanctions compliance has created operational schisms. VTB operates under a special
2023 decree allowing state banks to bypass some data privacy laws for “national security”
transactions, while TBank must maintain stricter compliance to retain its Eurasian partners.
All banks now use the SPFS (Russian SWIFT alternative), but interoperability issues cause
25-30% payment delays. RusAg benefits from agricultural trade exemptions, but its limited
cross-border activity renders it a minor player in sanctions adaptation. Technically, banks can
conduct international transactions without using SWIFT, but it is complex, expensive, and
requires mutual trust between organizations [Sinichenko, 2024].

Behavioral-Psychological Dimension

The behavioral-psychological dimension reveals critical disparities in how Russian consum-
ers engage with digital banking under sanctions. Customer adoption barriers show a stark
generational divide — while 78% of Moscow dwellers under 40 use mobile banking daily,
only 32% of rural customers over 50 trust digital transactions, forcing RusAg to maintain costly
physical branches. TBank’s gamified interfaces achieve the lowest adoption barriers (92%
retention), whereas VTB’s clunky biometric requirements caused 41% of users to abandon
onboarding in 2023. Sberbank’s ecosystem approach reduces barriers for urban professionals
but overwhelms older demographics with complex features.

Trust in digital banking has become bifurcated along geopolitical lines. Pre-2022, 68%
of Russians trusted international payment systems; by 2024, 83% prefer domestic alterna-
tives like MIR cards — but only 56% believe these are truly secure. Sberbank benefits most
from this shift, with 72% trust ratings as a ‘national champion,” compared to TBank’s 65%
(seen as innovative but vulnerable) and VTB's 58%.

Financial literacy gaps exacerbate digital exclusion. Only 29% of RusAg’s agricultural cli-
ents understand basic mobile banking security, versus 67% of TBank’s urban user base. Sber-
bank’s financial education programs reach just 12% of pensioners — the group most vulnerable
to scams. The 2024 Central Bank survey showed 43% of Russians still prefer cash for large
transactions, citing both habit (61%) and cybersecurity fears (39%).
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The described parameters are systematized in Table 6.

Table 6
Behavioral-Psychological Factors (2024)

Dimension Sberbank TBank VTB Bank RusAg Bank
Adoption 82% 94% 63% 28%
Rate (18-40) (ecosystem users) (SuperApp optimized) | (clunky interface) (rural focus)
Trust 72% 65% 58% 61%
Level (nationalist appeal) (innovator perception) | (state surveillance) (local familiarity)
Literacy 12% 18% % 5%
Programs elderly reach youth improvement completion rate agri-client training
Cash 38% 22% 51% 73%
Preference of customers of customers of customers of customers
Security 44% 39% 52% 61%
Concerns fear data misuse worry about hacks distrust biometrics prefer in-person

Source: Compiled by the authors based on CBR consumer surveys and bank UX studies.

Ethical-Social Dimension

The ethical-social dimension highlights critical disparities in Russian digital banking evolu-
tion, particularly in Al bias in credit scoring. Sberbank’s Al algorithms, trained on pre-sanctions
data, now exhibit a 23% approval rate bias against applicants from sanctioned industries
(e.g., aviation, tech), disproportionately affecting small businesses [Mau, 2020]. TBank’s alter-
native scoring model, which incorporates non-traditional data (e.g., social media activity), re-
duces bias but raises transparency concerns — only 38% of rejected applicants receive clear
explanations. VTB’s state-mandated lending priorities introduce systemic bias, with 72% of
approved loans going to government-linked enterprises, while RusAg’s basic scoring system
inadvertently discriminates against female farm owners (17% lower approval rates than male
counterparts).

Financial inclusion metrics reveal a digital divide exacerbated by geopolitical con-
straints. While TBank’s SuperApp reaches 89% of urban millennials, only 31% of rural popu-
lations access digital banking — a gap worsened by RusAg’s slow fintech adoption. Sber-
bank’s Digital Ruble pilot excludes 68% of low-income users due to smartphone dependency,
and VTB’s biometric requirements alienate elderly customers (only 22% adoption among
those over 60).

Data privacy concerns have intensified under sanctions. Sberbank’s partnership with
Roskomnadzor grants authorities’ real-time access to transaction data, triggering a 41%
increase in customer complaints in 2023 VTB’s monitoring tools flag 35% of cross-border
transactions as ‘suspicious,’ often without customer notification.

The described parameters are systematized in Table 7.

Table 7
Ethical-Social Challenges (2024)
Dimension Sberbank TBank VTB RusAg

Al Bias (Approval Gap) |23% (sanctioned | 15% (opaque 72% (state-favored 17% (gender disparity)
industries) rejections) firms)

Financial Inclusion 32% rural reach [ 89% urban millennials [ 22% elderly adoption | 31% rural access

Data Privacy Violations [ 41% complaint | Chinese cloud risks 35% flagged 67% unencrypted
increase transactions branches

Regulatory Oversight Roskomnadzor Legal challenges Full compliance Minimal enforcement
integration ongoing

Source: Compiled by the authors based on CBR ethics reports and Roskomnadzor disclosures.
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GEOPOLITICAL RISK ANALYSIS
Structural Impacts of Sanctions

The sanctions imposed since 2022 have forced Russian banking sector into rapid techno-
logy import substitution, with Sberbank and VTB replaced 60-70% of Western software with
Chinese and domestic alternatives by 2024. However, these substitutions come at a 30-50%
performance deficit — Sberbank’s Huawei-based cloud infrastructure processes transactions
40% slower than its previous AWS systems, while VTB’s switch to Russian Aurora OS caused
a 72-hour system outage in early 2024. Payment system localization has been more success-
ful, with MIR cards now covering 85% of domestic transactions, but cross-border functional-
ity remains crippled. TBank’s workaround partnerships with Kazakhstan’s Kaspi Bank and
China’s UnionPay recover only 35% of lost Visa/Mastercard capabilities, illustrating the high
cost of financial decoupling.

Scenario Analysis. Long-Term Trajectories

Three scenarios emerge for Russian banking sector by 2030:

A. Sovereign Tech Dominance (Best Case). Sberbank succeeds in creating a closed-loop
digital economy with the Digital Ruble and Chinese tech, but innovation stagnates at 2010s
global levels.

B. Hybrid Eurasian Integration (Moderate Case). TBank-led private banks build alternative
partnerships with EAEU and BRICS nations, recovering 50-60% of pre-sanction functionality
but remaining excluded from Western markets.

C. Systemic Degradation (Worst Case). Prolonged isolation and talent drain cause tech-
nological regress, with VTB and RusAg reverting to semi-digital operations, and cybersecurity
failures triggering a banking crisis.

COMPARATIVE FINDINGS & DISCUSSION
Cross-Bank Performance Benchmarking

A comparative analysis of Russian banking sector reveals stark disparities in digital perfor-
mance shaped by institutional mandates and sanctions adaptation. Sberbank dominates in
scale (45% market share) and sovereign tech (38% Digital Ruble transactions), but its state-
aligned model shows inefficiencies a 42% cost-income ratio and 1.5x ROI lag behind global
peers. TBank, though constrained by sanctions, outperforms in agility (35% cost-income ratio)
and customer-centric innovation, acquiring users at 8 each (vs. Sberbank’s 22) via its Super-
App ecosystem. VTB struggles with dual objectives, sacrificing digital efficiency (58% cost-
income ratio) to meet political priorities, while RusAg remains a digital laggard, with 73% cash
usage exposing rural-urban divides. Key metrics highlight this stratification: TBank processes
96% of transactions digitally versus RusAg’'s 31%, and Sberbank’s $1.2B R&D spend yields
only 60% the efficiency of pre-sanction investments. These gaps underscore how ownership
structures dictate sanctions resilience state-backed banks prioritize control, while private
players optimize survival.

Resilience Strategies Matrix

The analysis identifies three distinct adaptation paradigms among Russian banks, each
with unique trade-offs. Sovereign-Tech Integration (Sberbank/VTB) combines state-backed
Digital Ruble adoption with Chinese tech partnerships, achieving political security but suffering
30-40% performance degradation in core systems. Agile Privatization (TBank) leverages its
SuperApp ecosystem and Eurasian fintech alliances to maintain 92% customer retention,
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though growth potential is capped by 22% higher compliance costs. Sectoral Insulation
(RusAg) minimizes sanctions exposure through agricultural specialization but risks techno-
logical obsolescence with only 15% digital transaction penetration. Digital risks have a direct
impact on the bank’s business processes — business operations, strategic management, per-
sonnel and structure management, technological support for operations, ecosystem develop-
ment, and asset and resource management [Odintsov, 2024].

International comparison further validates the replicability of the proposed analytical
framework. Russia’s sanctions-driven trajectory shares similarities with Iran’s reliance on
sovereign payment systems but diverges in scale, given Russia’s larger banking infrastruc-
ture and Al investments. By contrast, China’s case illustrates how sovereignty-oriented digi-
talisation, when coupled with global technological integration, produces higher adoption and
innovation outcomes, particularly in CBDCs. Meanwhile, India’s UPI and Brazil’s Pix exemplify
how open, collaborative ecosystems achieve efficiency and inclusion without geopolitical iso-
lation. These cross-country contrasts underscore the methodological value of distinguishing
between digitalisation driven by constraint (Russia, Iran), sovereignty integration (China), and
collaborative openness (India, Brazil). The Russian case thus contributes not only as a na-
tional study but as part of a broader typology of digital transformation in politically and insti-
tutionally diverse environments.

The analysis highlights that Russian banking digitalisation cannot be understood with-
out acknowledging the proactive supervisory role of the Bank of Russia. Unlike in liberalised
markets where digital innovation is largely market-led, the Russian model demonstrates regu-
lator-led transformation. The Bank of Russia not only orchestrated the Digital Ruble project
but also enforced systemic compliance through localisation mandates, biometric adoption,
and expanded cybersecurity oversight. This dual role innovator and enforcer differentiates
Russia’s trajectory from comparative cases such as China (where state direction is comple-
mented by private sector dynamism) and Iran (where regulatory capacity remains weaker).
Accordingly, the Russian case underscores how the regulator’s priorities shape both the pace
and the direction of digital transformation, often prioritising sovereignty and security.

CONCLUSION & IMPLICATIONS

This study exposes Russian banking digitalization as a fractured, sanctions-driven adap-
tation with systemic inefficiencies. The geopolitical overhang of Western restrictions forced
rapid import substitution, but reliance on Chinese and domestic tech (e.g., Huawei Cloud,
Aurora OS) degraded performance by 30-50% in transaction speeds, Al accuracy, and cyber-
security Sberbank’s post-2022 cloud migration alone increased latency by 40%. Ownership
structures dictated starkly divergent strategies: state-aligned banks (Sberbank/VTB) priori-
tized political compliance over innovation, resulting in stagnant Al capabilities (Sberbank’s
GigaChat lags 3 years behind global models) and failed blockchain experiments (VTB’s cross-
border projects collapsed); private player TBank maintained agility (96% digital transactions
via SuperApp) but hit regulatory barriers, while RusAg’s agricultural focus left it a digital back-
water (73% cash usage). The Digital Ruble paradox emerged while touted as a sovereignty
tool, its 12% B2B adoption reflects distrust in state surveillance, with 61% of SMEs avoiding
CBDC transactions due to Central Bank backdoor access. Talent erosion intensified vulner-
abilities, with VTB and RusAg losing 35-57% of IT staff to emigration, crippling long-term
R&D capacity. Inclusion gaps widened as biometric mandates and smartphone dependen-
cies excluded 61% of elderly/rural users, contradicting official financial access goals. Mean-
while, ethical risks escalated Sberbank’s Al now discriminates against sanctioned sectors
(23% lower credit approvals), while TBank’s data partnerships with Chinese firms circumvent
localization norms. Collectively, these insights reveal a lose-lose equilibrium: Russian banking
sector is decoupling from global innovation while failing to build a truly sovereign or inclusive
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digital ecosystem. The costs of isolation technological stagnation, brain drain, and ethical
compromises outweigh any geopolitical gains, presenting a cautionary tale for sanctioned
economies worldwide.

Finally, the study identifies five critical research trajectories to further understand Rus-
sian contested digital banking future. Longitudinal tech degradation research must quantify
how sanctions accelerate Russian divergence from global fintech standards early data sug-
gests Sberbank’s Al models are already 3 years behind due to restricted access to Western
cloud infrastructure and datasets, while its blockchain solutions process just 5,000 TPS
versus global leaders’ 50,000+. Eurasian fintech networks require forensic analysis to
map how Kazakhstan’s Kaspi Bank and Armenia’s AmeriaTech facilitate sanctions evasion,
including shadow API integrations that recover 35% of TBank’s lost payment functionali-
ty. CBDC geopolitics demands comparative studies of Russian Digital Ruble against China’s
digital yuan, particularly their surveillance capabilities while China’s CBDC achieves 45%
adoption via commercial incentives, Russian coercive approach (12% B2B usage) reveals
the limits of politicized digital currency. Rural digital exclusion research should quantify Rus-
Ag’s drag on GDP growth preliminary estimates suggest 1.2% annual losses from unbanked
agricultural transactions. Finally, ethical Al audits must track how Sberbank’s credit algo-
rithms institutionalize bias, with 2024 data already showing 23% approval gaps for women
and sanctioned sectors. The sector’s trajectory confirms that digital autarky breeds systemic
decay by 2030, even Sberbank’s $1.2B R&D budget may fail to prevent “digital rust” as
its systems ossify without global interoperability. CBDC can also play decisive role in creat-
ing a more stable and flexible financial system. This presents a stark warning for decoup-
ling economies: technological sovereignty without collaboration sacrifices both efficiency
and inclusion.

POLICY AND STRATEGIC RECOMMENDATIONS

Building on the findings of this multidisciplinary analysis, several targeted recommen-
dations can be formulated to support the sustainable digital transformation of the Russian
banking sector under conditions of sanctions, technological isolation, and shifting consumer
behaviour. For greater clarity, these are structured according to their intended beneficiaries.

1. For the Regulator (Bank of Russia):

— Reconsider the rigid implementation of data localisation and biometric mandates,
granting exemptions for SMEs and rural banks to reduce digijtal exclusion.

— Support hybrid innovation by permitting limited cooperation with non-sanctioned inter-
national partners (e.g., India’s UPI system) to mitigate efficiency losses from domestic-only
infrastructures.

— Introduce a grace period for pre-sanctions technologies (e.g., legacy SWIFT-compatible
systems) to prevent operational disruptions such as VTB’s 72-hour outage.

— Strengthen financial literacy initiatives, targeting rural populations and pensioners who
remain disproportionately excluded from digital services.

2. For Commercial Banks:

— For Sberbank and VTB it would be reasonable to balance political compliance with com-
mercial efficiency by decoupling state-driven CBDC projects from core innovation streams.

— TBank should formalise partnerships with Eurasian fintech leaders (Kazakhstan, Ar-
menia) to secure alternative technology pipelines and reduce overdependence on Chinese
platforms.

— RusAg Bank should collaborate with agri-tech startups to implement loT-based solu-
tions (e.g., satellite-enabled wallets) that address rural connectivity barriers.

— All banks should strengthen ethical Al governance, particularly in credit scoring,
to reduce systemic biases against SMEs, and sanctioned industries.
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3. For Technology Providers:
— Domestic IT developers should prioritise open-source and modular solutions to replace

costly Chinese components and reduce dependency risks.

— Joint ventures with banks should focus on cybersecurity resilience, given the 47% rise

in cyberattacks since 2021.

— Technology suppliers should support inclusive design, ensuring digital tools are acces-

sible to elderly and rural populations to bridge the financial inclusion gap.
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AHHOTauunA

LnppoBas TpaHcopmaLmsi pOCCHMIACKOro 6aHKOBCKOIro CeKTopa rnpeAcTaBASeT cob0M HarsAHbIM npu-
Mep TOro, Kak reornoAMTUHECKNE, TEXHOAOTMUYECKME U PETYAATOPHbIE paKTOPbl MOryT NePeOPOPMASTL Gu-
HaHCOBbIE 3KOCUCTEMbI B YCAOBUSAX OTrPaHUYEHUH. B AaHHO CTaTbe NCMOAL3YETCA MEXAUCLMIAMHAPHbIN
MOAX0A, OXBaTblBaKOLLUMKI GUHAHCHI, TEXHOAOMMK, BU3HEC-CTPATEIMIO, PEryAMPOBaHME, MOBEAEHYECKME
HayKu W 3TUKY, AAS aHaamM3a cTpaTerni LUMpoBoH asantaummu YeTbiPEX BEAYLLUMX POCCHMICKMX BaHKOB:
rocyaapcTBeHHbIX CoepbaHka n BTh, LumMppoBoro HaTuBHoro T-baHka 1 OpUeHTUPOBAHHOIO Ha arpap-
HbI¥ cekTop Poccenbxo3baHka. C noMoLLbo CMeLLaHHOM METOAOAOTMM, COYETAKOLLEN KOAMYECTBEHHbIE
rMnokasatenn 3GPEKTUBHOCTU U KaUeCTBEHHbIM aHaAu3 NMOAUTUKM, Mbl OLEHMBAEM, KaK 3TU yUpEXAEHMUS
CMPaBASIFOTCA C TPOMHbIM BbI30BOM — 3anaAHbIMM CaHKLUMAMM, BHYTPEHHUMMU QUHTEX-UHMUMATMBAMM
M NPOEKTOM LMPPOBOro pybas LleHTparbHoro 6aHka Poccum.

Bo3HUKaOT Tpu HepeLueHHbIX Bonpoca: 1) kak uckarodeHume m3 SWIFT u TexHorornuyeckme ambapro
YCKOPUAM pa3BUTHE CyBEPEHHbIX QUHTEXOB, OrpaHMuMBas npu aToOM rmobarbHyH OnepaLmMoHHYH COBME-
CTUMOCTb; 2) CMOryT AW FOCYA@PCTBEHHbIE BaHKKU MPEOAOAETb CTPYKTYPHYIO MHEPLMIO, YTOObI COOTBET-
CTBOBaTh LMPPOBOK rMbOKOCTH YaCTHOIO CEKTOPa, Kak 3T0 BUAHO Ha npumepe uHBecTuumi CobepbaHka
B WU no cpaBHeHuto ¢ akocuctemor SuperApp TBank; 3) kak aTnyeckme AMAEMMbI, CBA3AHHbIE C NPeA-
B3SITOCTbIO MM B KDEAMTHOM CKOPUHIe M pUHAHCOBOK M3OAALMEN CEAbCKMX PakiOHOB, MPOSBASHOTCS
M0-pas3HoOMy B pa3HbIX TUnax 6aHKOB.

leonoanTnueckas M30ASLUMA NapasoKCarbHbIM 06pa3oM CTUMYyAMPOBaAa MHHOBaLMK B 0b6AaCTv naate-
XXel Ha OCHOBE BAOKYENHa, HO TakXe HECET PUCKM AOATOCPOYHOM TEXHOAOMMYECKOM CTarHaumm. Pesyab-
Tarbl UCCAEAOBAHUS, MO MHEHUIO aBTOPOB, MMEIT 3HAYEHUE AN Pa3BUBAKOLLUMXCS PbIHKOB C aHaAo-
TMYHBIMM OrPaHUYEHUSAMU U AAS TOAUTUKOB, OLEHMBAOLLMX YCTOMYMBOCTb PUHAHCOBOM 3KOCUCTEMBI.
Poccurickuii npumMep noka3biBaeT, Kak CaHKUMKU MOryT crioco6CTBOBaTh MPUHATUIO LMGPOBOM BaAOThI,
OAHOBPEMEHHO (pparMeHTUPysi GUHaHCOBbLIE apXMUTEKTYpbl. CTaTbsl 3aBEPLUAETCS BbISIBAEHUEM KAKOYE-
BbIX KOMMAPOMMWCCOB MEXAY GUHAHCOBLIM CYBEPEHWUTETOM M TEXHOAOMMYECKOM KOHKYPEHTOCHIOCOOHO-
CTbIO B 310Xy 9KOHOMMYECKOI0o HaLUMOHaAU3Ma.
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KnroueBble cAoBa: QUHTEX-CaHKLIMK, LIMPPOBOK pybAb, MW B puHaHcax, GBAOKYENH, pUHaHCOBbLIN CyBepe-
HUTET, HEOOAHKMHTI, PUHAHCOBAas MHKAFO3UMBHOCTb
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